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Abstract 
RFID technology is widely used in various areas and found to be very useful in the business which includes supply chain 
management. Also the amount of RFID data is very huge as well. Hence too much time is needed to get particular information 
from an RFID data set. This paper proposes an efficient method to manage large amount of RFID data set. Also this proposes a 
unique group-id for RFID tags of unique items with which we can verify the integrity of the group of items by checking the 
group-id written in the tag memory. Then we devise a storage scheme called MckoiDDB that can process queries in a distributed 
environment. Lastly we present a graph called product localization graph to represent the tag movements in supply chain 
management. 
© 2016 The Authors. Published by Elsevier Ltd. 
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1. Introduction 
RFID is a type of identifying technology that allows objects to be identified automatically. RFID uses radio 
frequency waves to identify various items. There are numerous methods of identification; among them the most 
commonly used one is RFID tag which contains chip and antenna. The chip contains the serial number. The tag 
when comes to a distance that is within the range of an RFID reader, the antenna in the tag enables the chip to 
transmit the information to the reader. The reader then receives the reflected back radio frequency waves which will 
be converted to digital information and then passes to the computer. It replaces the bar-code reader because of its 
efficiency in reading multiple tags at a time. Also it is fast; no line of sight is required and reduces the number of 
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labors. RFID tag is a proven technology. If the price of RFID tag comes down to an affordable amount then we can 
use it in various business application which includes supply chain management. In supply chain management, in 
order to find out the movement of tags, RFID tag is attached to the items. If the RFID tag when moves towards or 
away from the RFID reader’s range, then the RFID reader’s will detect the tag and the information will be generated 
in the form of (tag identifier, location, time) [1], [3], [6].This paper proposes a group-id [2]. For each group of item 
we are finding a group-id and verification of the delivery of the integrity of items [2] is done based on it. We are 
writing a group-id along with the unique serial number in the tag. The RFID data generated in each region will be 
saved in a file. We will clean the RFID data in the file and will transform each raw data into stay record in the form 
of tag identifier, location, start time, end time, group-id [1], [2]. [3], [6] and then sends to the MckoiDDB which is a 
distributed database [7]. We use efficient storage scheme which includes encoding scheme and ordering scheme 
which is proposed by Chun-Hee Lee. with slight modification [1]. Queries are then effectively executed by 
retrieving data from the database. The stay records together called trace record which shows the past movement of 
the tags. Also we can find out the number of items currently present in a location. This can be achieved by looking to 
the start and end time. If the start and end time are equal, then that item is not moved from that location. It is not at 
all possible to move towards and away from the reader's detection region within the same second. Finally we are 
making use of graph called product localization graph to identify the product movements in a store [16]. 
 
2. Related Works 
Several studies have been done to manage RFID data as it becomes huge day by day. To the best of our 
knowledge this is the first survey that studies the RFID data management in a distributed environment. The 
architecture for managing RFID data is discussed in [1], [3], [5], and [8]. The Chun-He Lee  . [1] Describes an 
architecture where raw data is transformed into trace records. They devise a path encoding scheme which encodes 
the path with only two numbers, element list encoding number and order encoding number. Element list encoding 
number is computed as the product of prime numbers which is assigned to each location. By using Chinese 
remainder theorem, order encoding number is computed. By using this we can find a path that satisfies the condition. 
They suggest efficient relational schema and extended query translation for storing long paths. S S Chawathe. [3] 
suggest a layered architecture for managing RFID data. The lowest layer constitutes tag. The next layer comprises 
tag readers. The third layer constitutes savants (middle ware). Savants are responsible for setting up the readers. The 
next layer contains EPC-IS which is responsible for providing instance specific information. The final layer of their 
architecture is ONS (Object Name Service) which provides a global look up service . 
R. Derakhshan. [5] suggested another layered architecture for managing RFID data. The lowest layer consists of 
tags. The next layer contains tag readers which is called data capture layer. Business process is the third layer which 
is responsible for mapping raw RFID data obtained from tag readers into a more manageable form. Enterprise 
application is the final layer which supports various business processes which includes supply chain management. C 
Bornhovd [8] also suggests a layered architecture which consists of four layers. The first layer is device layer which 
consists of different types of sensor devices. The next layer is device operation layer which coordinates multiple 
devices. The third layer is business process bridging layer which associates incoming messages with current business 
processes. The last layer is enterprise application layer which supports various business processes .R Agarwal   [9] 
describes about tracking the path movement of individual item by forwarding the query to remote organization. They 
describe architecture that combines all queries in a middleware engine so that it can support information that is 
shared across multiple organizations. The basic principle of this approach is to process a query locally with available 
information before forwarding. When a query is given, the query engine rewrites it with local data and then it finds 
out the remote data sources and forwards it to the remote engine and combines the local and remote results. F wang  
. [12] Describes two categories of data in RFID systems. They are static data and dynamic data. Static data 
comprises commercial entities and other service groups which includes location information. Dynamic data includes 
information about individual items. Dynamic data is further divided into instance data and temporal data. Instance 
data includes serial number and date of manufacturer. Temporal data which includes location information and other 
information’s that are captured from RFID tag readings . 
Y Sato. [2] describes about a group-id. This can perform group integrity check by verifying the group-id written 
in each tagged item. The group-id is computed by finding the hash of all tags of same category. At the receiving end 
we are again calculating the hash of the tags and verifying with group-id written in the tag. Y Bai. [10] describes 
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about RFID data processing using SQL based query language. Duplication is possible in RFID data. This can be 
caused due to duplicated tags, duplicated readers, or simply repeated reads on the same tag. They are proposing a 
stream query language that provides comprehensive temporal event detection through temporal operators such as 
SEQ (sequence operator). Various applications and challenges have been discussed in [4], [5], and [11].M. M. Aung  
. [4] mentions some emerging applications which use RFID and its challenges. A RFID tag can be incorporated into 
various products, animals or patients for tracking their movements. Many of the public transport organizations are 
replacing paper based tickets in transport cards with RFID chips. They suggest that RFID reader can be used for 
automatic vehicle registration, car parking, electronic toll collection etc. The RFID tag can be embedded into a 
plastic band that is strapped around a patient’s wrist. Incorporating sensors along with it will improve the quality and 
efficiency of the treatment in various ways. So it is found more useful in health care. Moreover medication errors 
such as outdated treatment orders and inaccurate medical records can be avoided with the use of it. RFID systems 
have been used for tracking and tracing the path of the products in supply chain management. Although RFID is 
found be one of the biggest driving forces in supply chain management. 
 R. Derakhshan   [5] give some of the direct benefits of using RFID technology in supply chain management 
which includes automation; inventory shrinking, inventory replenishment and visibility of inventory across the 
supply chain management. E. Prater. [11] consider RFID within the context of grocery industry. It provides a 
framework for future research in this area. W Chun [13] suggests a tag filtering scheme by utilizing multi hop 
routing of integrated wireless sensor node with RFID. Tobias Downer [7] developed MckoiDDB (Mckoi Distributed 
Database) which is intended to be run over a cluster of machines in a network. It consists of a manager node, root 
node and a block server node. When running MckoiDDB on a network we must ensure that IP address and port of all 
the machine nodes are added to network node list and connect white list. Y.Bai. [14] propose effective methods to 
filter RFID data including both noise removal and eliminating duplicates. The tag movement information will be 
generated in the form of graph called product localization graph [16]. 
 
3. Problem Statement 
Based on the existing RFID technology, we now detect some problems that are associated with RFID data.  
● Excessive amount of RFID data 
● Too much time is needed to extract valuable information from RFID data Second point 
● While the object moves within the range of a RFID reader, it will be reading the tag attached on that object. 
There is a case where the tag accidentally stays within the same reader. At that time it will be reading the same 
tag until it moves out of that reader’s range. So the duplicates have been generated. This should be removed for 
efficient processing of query. 
● Many business processes such as supply chain management requires the need for integrity verification of a group 
of objects. This is done by verifying the list which needs the help of human and also it takes more time. 
● At present all RFID data needs to be collected in to the central server. Data collection in the central server may be 
difficult in some environments. Also if central sever is malfunctioned it affects the entire supply chain 
management. So using a centralized database will not be effective. The loss of data can happen at any time. 
● At present plotting of the tag movement along with the tracing of RFID data is not done efficiently. 
 
4. Architecture 
The proposed architecture is the modification of C Lee’s architecture [1]. The raw data obtained from RFID 
reader will contain the EPC of the tag, then the location of the RFID reader, start time, end time and group ID 
written in the tag. The following are the examples of raw data. 
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Fig. 1.  System Architecture. 
● rftag1 a0 2 1 rftag1 a0 3 1 rftag1 b0 4 1 rftag1 b0 5 1 rftag1 c0 5 1 rftag1 c0 7 1 rftag1 d0 8 1 rftag1 d0 9 
1 
● rftag2 a0 4 1 rftag2 a0 5 1 rftag2 b06 1 rftag2 b0 7 1 rftag2 d0 7 1 rftag2 d0 8 1 rftag2 f0 11 1 rftag2 f0 
12 1  
● rftag7 a0 2 4 rftag7 a0 4 4 rftag7 d0 4 4 rftag7 d0 7 4 rftag7 f0 7 4 rftag7 f0 8 4 rftag7 g0 11 4 rftag7 
g012 4 
● rftag10 a0 4 4 rftag10 a0 6 4 rftag10 e0 7 4 rftag10 e0 10 4 rftag10 g0 11 4 rftag10 g0 15 4  
● rftag11 a0 5 4 rftag11 a0 9 4 rftag11 b0 10 4 rftag11 b0 14 4 rftag11 k0 16 4 rftag11 k0 17 4 
 
According to the architecture, the raw data is then transformed to trace record as shown below. 
 
● rftag1: a0 [2,3]→ b0 [4,5]→ c0 [5,7]→ d0 [8,9]  
● rftag2: a0 [4,5]→ b0 [6,7]→ c0 [7,8]→ f0 [11,12]  
● rftag7: a0 [2,4]→ d0 [4,7]→ f0 [7,8]→ g0 [11,12]  
● rftag10: a0 [4,6]→ e0 [7,10]→ g0 [11,15] 
● rftag11: a0 [5,9]→ b0 [10,14]→ k0 [16,17] 
 
Then we are assigning unique prime numbers to each node. The node with its prime number will be stored as 
hash table [1]. A unique group-id [2] is assigned to items of each unique group. The group-id is found by taking the 
hash of all the tags’ EPC (Electronic Product Code) of each group. Then that hash values will be bit wise XOR ed 
and the resultant will be the group-id which will be written on each tag of that group. We can verify the delivery of 
the products by taking the hash and bit wise XORing .Then check whether the group-id written in the tag of the 
corresponding group is same as we obtained.  
 
Fig. 2.  Region Numbering. 
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Consider the rftag1 moves through a0, b0 and c0. Rftag2 moves through locations a0, b0 and E. So these paths 
have to be retrieved with the corresponding start time and end time. So in the example given below contains the two 
tag movements through location b0. In order to distinguish b0, we are assigning region numbers to each node [1]. 
The numbers shown as ordered pair denotes the start and end of the visit of the corresponding tag on that location. 
So it will be easy to retrieve the path of a particular tag. 
Consider a tag that moves through location a0, b0 and c0. Then in the database it will be storing the product of 
each node’s unique prime number. In this example consider the prime numbers of node a0, b0 and c0 as 2, 3 and 5, 
then it will be 2*3*5=30. This is called encoding scheme. This is proposed by C Lee   [1]. But we do not know the 
level of each node. For that we are using Chinese Remainder theorem. It will find unique X value for each path. 
Using the X value we will be able to find the level of each node. The tables that are used in the paper are PATH 
TABLE, TAG TABLE, GROUP TABLE and TIME TABLE as in [1]. In the path table we are storing element 
encoding number and order encoding number. When the number of levels for a particular tag is more, then the 
element encoding number will also be large. It is not efficient to store the large data, so we have to divide the table 
based on the following equation [1]. 
 
Πjuju-1+1(prime(Lj)≤max) AND Πjuju-1+1(prime(Lj)* prime(Lj+1)>max) OR Level>value 
 This division is based on a ”max” value and the number of levels. If the encoding number is greater than a 
specified max value, then path is divided or if the levels are more than a specified number then also the path is 
divided. Level will be the number of nodes for the path movement of a tag. If the division is not needed, then the 
ELEMENT ENC and ORDER ENC columns will have the data. The other columns such as ORDER ENC1 will 
have the value zero and ELEMENT ENC1 will have the value one. The Chun-He Lee  . [1] describes the table as 
follows. We have added one more table called GROUP TABLE which is the modification of INFO TABLE of 
Chun-He Lee  . [1] which contains the product details that are entered manually.  
We have added GROUP ID to the TAG TABLE. So from the tag table we will be getting the GROUP ID 





Fig. 3.  Path Table. 
 
Fig. 4.  Group Table. 
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We are using Mckoi distributed database [7].MckoiDDB is intended to be run over a cluster of machines in a 
network, however we can also create an installation with just one machine and no network. Once all the Machine 
Nodes have been installed and are running, the nodes need to be given one or more roles to perform as part of the 
operation of the network. We can access the database from anywhere within the same network. It contains a 
manager, root and a block node. The database will be stored in the system in the form of blocks. These blocks will 
be replicated in at least three systems in the network. Those systems are called block nodes. So even one fails, we 
will be able to access the database. The manager node will maintain a database about the location of blocks in the 
network. The Root Server Role manages a group of Path Instances. Every update to the state of a Path Instance must 
be moderated through a root server to ensure consistency. 
To illustrate this, the figure below shows a set of five blocks distributed over a network of five devices where 
each block is replicated three times. Block A is replicated in node 1, node 3 and node 5. Block B and C is replicated 
in node 1, node 2 and node 4. Block D is replicated in node 3 and node 5.Block E is replicated in node 3, node 4 and 
node 5. Finally we can send the query to a remote computer with the help of web service definition language that are 
generated by the server [15] for the corresponding service. Using this wsdl (web service definition language), we are 
able to deploy, start and test the client. 
 
 
Fig. 5.  mckoiDDB. 
5. Query Processing 
We can process different queries which includes tracking query, path-oriented aggregate query, path oriented 
retrieval query and stock balance oriented query. Movement history of tags has been tracked by using element 
encoding number [1] and order encoding number [1]. Hence we will be able to find the path movement of the tags. 
In path oriented retrieval query, we will be able to find the tags that have gone through certain locations. In path 
oriented aggregate query we are finding the duration of the tags that have stayed at a certain location. We are able to 
know the stock balance also. In this case tags with same start time and end time are supposed to be still at that 
location. Sometimes the items can be misplaced and this can be identified by retrieving the group-id of the tags of 
that location. The majority items on that particular location will decide whether any tags have been misplaced or not. 
6. Product Localization Graph 
In telecommunication, RSSI [17] is used as a measurement of the power that is present in a received radio signal. 
In an 802.11 system, RSSI is the relative received signal strength in a wireless environment. RSSI is an indication of 
the power level that is being received by the antenna. Therefore higher the RSSI number, stronger will be the signal. 
Signal strength is based on the number of factors, including the output power of the transmitter, the sensitivity of the 
receiver etc. Signal strength is expressed in units of decibels (dB). Due to the lower power levels and the attenuation 
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of free space, an RSSI value is expressed as a negative number. The more negative the number, the weaker the signal 
strength; conversely the closer the number is to zero, the stronger the signal. 
RSSI is considered to be the simplest approach since no additional cost is needed to collect the RSSI data. 
Therefore the RSSI map, which is used to translate the signal strength into distance estimation, is plotted as a graph 
and that should be calibrated for every single antenna to achieve better results. The following graph illustrates the 
movement of an RFID tag through various locations and here locations denote the reader’s location. 
 
 
Fig. 6.  Product Localization Graph of an RFID Tag. 
7. Experimental Works 
This is experimented on a Pentium 2.53 GHz with 1 GB main memory using Java web services in a private 
network. Since there is no well-known RFID data set, we generate synthetic data based on a real-life example and 
formulate queries (tracking query, path-oriented retrieval queries, path oriented aggregate queries and stock balance-
oriented query). The query performance is measured by processing the queries and finding their execution time. 
● Data Set: To reflect real environments, we generate data sets based on a real-life. 
● MckoiDDB: Mckoi distributed database is used. So that anyone joining the same private network can 
view the database provided they share the same password. So there is no concept of centralized server. 
● Apache Tomcat Server: For creating dynamic web project, we are making use of tomcat server. With the 
help of this server, we are able to know the stock balance in other branches. 
● Query Set: Different queries are formulated to test various features. These queries can be grouped into 4 
categories. Query 1 is a tracking query, Queries 2 is a path-oriented retrieval query, and Queries 3 is a 
path-oriented aggregate query. 
● Product localization graph:  Finally a graph of the location of RFID tag is plotted which shows the 
current location of the product. 
8. Conclusion 
The proposed approach in this paper is very efficient in tracking and analyzing the flow of products. In addition, 
paper devises a method that divides a path. Also the group coding make it more efficient. And till now everyone 
have tested supply chain management in a centralized environment only. This paper proposes it in a distributed 
environment using Mckoi distributed database. We can also send query to remote computer using web services. 
Therefore, our approach is efficient and practical .Its application is not limited to supply chain management, but it 
will be useful for many applications that need flow-based processing. 
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